FACILITY ______________________________________________

DATE __________

	FACILITY CLEARANCE
	
	

	Forms
	2-111
	

	· DD 441 or DD 441-1
	
	

	· 381-R
	
	

	SF 328
	1-302g(5),2-302
	

	KMP
	2-104
	

	FOCI - reported to DSS?
	2-302
	

	Negotiations for foreign merger/acquisition
	2-302b
	

	Resolutions/exclusions
	2-106
	

	RFIs   (TCP?)
	1-302d, 2-307
	

	DD254
	4-103
	

	Management support
	
	

	Cleared Off Sites
	
	

	Uncleared Locations (obtain list)
	
	

	PERSONNEL CLEARANCES
	
	

	Current record of all cleared employees
	2-200b
	

	Held to a minimum
	2-200d
	

	Written notification of purpose of information on SF 86-  Privacy Rights
	2-202a
	

	Employee files (LOC, SF312, SF86, VAL)
	2-202b
	

	SF 312 signed and sent to DISCO after Jul 95 (or upon termination if prior)
	3-105
	

	Citizenship verified/records reviewed
	2-207,2-208
	

	Fingerprinting 
	2-202b
	

	Pre-employment (written offer and acceptance)
	2-205
	

	Consultants
	2-212
	

	· paid as individuals
	
	

	· certificate signed
	
	

	· location of access
	
	

	Debriefings
	3-108
	

	· oral debrief
	
	

	· out-process PCL/employee termination
	1-302c(3)
	

	· VAL cancelled
	
	

	· overseas assignments (no consultants, 90 days or more)
	10-601
	

	SELF INSPECTION
	
	

	Self Inspection (no documentation needed)
	1-206b
	

	SECURITY EDUCATION AND TRAINING
	
	

	FSO Training Complete
	3-102
	

	Initial Briefing
	3-106
	

	· threat awareness
	
	

	· defensive security
	
	

	· overview of classification systems
	
	

	· employee reporting obligations
	
	

	· security procedures and duties
	
	

	Annual Refresher Briefing
	3-107
	

	· written record
	
	

	· offsite employees
	
	

	System for Reporting
	1-300
	

	· espionage, sabotage, subversive activities
	1-301
	

	· adverse information/security violations
	1-302a
	

	· terminations for cause
	1-302a
	

	· suspicious contacts
	1-302b
	

	· changed condition
	1-302g
	

	Graduated scale of disciplinary action
	1-304
	

	Employee awareness of DoD Hotline
	1-207
	

	Special Briefings
	
	

	· NATO (annual rebrief, debrief, record maintenance)
	10-706
	

	· COMSEC
	9-404
	

	· CNWDI (briefing, oral debrief)
	9-202
	

	· FGI (briefing/commingling)
	10-300
	

	FACILITY SPP 
	
	

	Have need for one
	1-202
	

	VISITOR CONTROL
	
	

	Classified Visits (ID, check PCL, NTK prior to disclosure)
	6-101
	

	System to establish need to know
	6-102
	

	Record of all foreign visitors (citizenship)
	10-507e
	

	Positive ID verification
	6-101
	

	VAL contains required information
	6-104b
	

	· facility name, address, phone
	
	

	· FCL and CAGE code
	
	

	· employee name, DOB, POB, citizenship
	
	

	· employee's PCL and Special Access
	
	

	· person to be visited and purpose of visit
	
	

	· date or period of visit
	
	

	Verifying PCL of visitors (CSA database- JPAS)
	6-104
	

	Long-Term Visitors
	6-105
	

	Meetings
	6-200
	

	Classified meetings (conference, seminar, exhibit, symposium, etc.)
	6-200,201,202,203      
	

	Government sponsor, approved location
	6-201
	

	Written GCA authorization to disclose
	6-202
	

	Foreign Nationals 
	
	

	Control of Access by On-site Foreign Nationals
	10-508
	

	TCP (Technology Control Plan)
	10-509
	

	SUBCONTRACTING
	
	

	FCL Status
	7-101b
	

	DD 254 and security guidance provided
	7-102
	

	Notification of Unsatisfactory Conditions
	7-104
	

	PUBLIC RELEASE
	
	

	Shall not disclose classified or unclassified related to contract w/o approval
	5-511
	

	Copy of approved request retained
	5-511a
	

	No permission for contract received, subject matter,  $ , hire or terminate
	5-511b
	

	INTERNATIONAL
	
	

	Any classified contracts w/foreign interests
	5-508/10-200
	

	CLASSIFICATION
	
	

	Classification guidance received, adequate
	4-103
	

	Guidance need clarification/challenge
	4-104
	

	Disposition of classified at contract end
	4-103c
	

	Contractor generated properly marked
	4-105
	

	Downgrading/declassification done
	4-107
	

	Prior approval obtained for public release
	4-106, 5-511
	

	MARKINGS
	
	

	Identification - name and address of facility, date of preparation (all material)
	4-202
	

	Overall -  top/bottom of front cover, title page, first page, back cover, back of last page
	4-203
	

	Overall - all other material and on containers
	4-203
	

	Page Markings - on top and bottom
	4-204
	

	Components - as separate docs., or unclassified with statement
	4-205
	

	Portion - mark before portion 
	4-206
	

	Illustration, photographs, etc. do not use abbreviation except in the caption
	4-206a
	

	Derivative - derived from, downgrade to on, declassify on (all material)
	4-208
	

	Compilation - overall on covers and page, statement why class., portion not required
	4-213
	

	Downgrade/declassification done or noted due to volume
	4-216
	

	Working papers (overall and date, if kept more than 180 days or transmitted all markings)
	5-205b
	

	GENERAL SAFEGUARDING REQUIREMENTS 
	
	

	Oral discussion
	5-101
	

	End of day check (no written record required)
	5-102a
	

	Perimeter controls (signs posted-subject to inspection, use random sampling techniques for inspections).
	5-103
	

	Emergency procedures
	5-104
	

	CONTROL AND ACCOUNTABILITY
	
	

	Information Management System
	5-200
	

	Record of receipt and dispatch (2 years)
	5-201
	T

	· date of material, date received/dispatched
	
	

	· classification and description
	
	

	· activity received from/dispatched to
	
	

	Control officer for receipt, transmit, and access and accountability TS
	5-2013a
	T

	TS receipt, generation, internal distribution, access, reproduction, destruction, and transmittal (2 years from disposition)

· include series number and copy number marked on doc

· date generated, reproduced, and or destroyed (signatures)
	
	

	Annual inventory sighting or verify disposition TS
	5-201a
	T

	Receipt system within facility for TS
	5-201b
	T

	Numbered in series and copy number on TS docs TS
	5-201c
	T

	Received to designated personnel, if not by authorized person (PCL), 
	5-202
	

	Examined, receipt signed and returned and if included for C
	5-202
	

	Record TS when finished doc, retained 30 days, transmitted out TS
	5-203a
	T

	Working papers dated when created, marked Working Papers, destroyed when not needed, overall marking only unless 180 days or transmitted out
	5-203b
	

	STORAGE AND STORAGE EQUIPMENT
	
	

	TS GSA, vault, closed area with supp TS
	5-302
	T

	S as TS w/o supp 
	5-303
	

	C as TS or S w/o supp
	5-304
	

	Restricted area - open area to control access working hours, define perimeter but no physical barriers required, challenge, 
	5-305
	

	Closed area - access control device or employee, escorted, supp non hours, entrances exits built in combo, combo or padlock during non hours, except doors secured from inside with panic bolt
	5-306
	

	Open storage approval by GCA
	5-306b
	

	Closed area self-approval authority to contractor representative by GCA
	5-306d
	

	Supp is IDS none if SID
	5-307
	

	Access to combo to min and record names, no markings,
	5-308 a
	

	Combinations written down safeguarded and marked
	5-308c,d
	

	Combination changes (initial use, termination, compromise) 
	5-309
	

	Supervision of keys and padlocks
	5-310
	

	Repairs by cleared or escorted
	5-311
	

	Storage of NATO- no commingling of documents, combination changed annually
	10-712 a,b,c
	

	Storage of FGI- no commingling of documents
	10-306
	

	Supplanting access control systems or devices
	5-312
	

	Automated ACS identify and authenticate

· identify by badge, card, or personal identity (fingerprint) and need 4 digit random PIN

· authenticate by comparing to electronic database

· info protected with PLC of class material protected

· control panels, readers,  keypads, devices outside need tamper resistant, securely fastened to wall etc, tamper alarm or combo lock, w/i closed area minimal protection except TS
· records of ID, PIN, level of access, PCL be maintained and retained for 90 days after removal

· watch tailgating
	5-313

5-313b, c

5-313d

5-313e, h

5-313f

5-313i

5-313j
	

	Electronic, Mechanical, or Electromechanical Devices Not TS
· push button combo or control card w/ push button combo

· control panel securely fastened if outside and combo lock

· preclude observing combo

· combo selected by someone approved to enter area, changed 5-309, classified and safeguarded

· wiring etc secured to preclude surreptitious manipulation

· watch tailgating
	5-314

5-314a

5-314b

5-314c

5-314d

5-314e
	

	TRANSMISSION
	
	

	Preparation and Receipt

· opaque covers, inner class., receipt attached or enclosed to inner, addresses on both, no individual on outer, special for one person facilities

· Receipt -identify sender, addressee, and doc., signed and returned (2 years)
	5-401, 5-406 a, b 
	

	Suspense system
	5-401b
	

	TS requires written authorization from GCA to transmit TS

· Defense Courier Service

· Courier or escort

· Secured communications
	5-402

5-402a

5-402b

5-402c
	

	S 
· USPS express (11-B no waiver and street side), registered 

· Cleared commercial carrier (uncleared for C)

· Cleared commercial messenger (same day)

· Overnight commercial carrier does not need FCL
	5-403a

5-403b

5-403c

5-403d

5-403e
	

	C   USPS registered, no receipt needed
	5-404
	

	Transmission outside US
	5-405
	

	Addressing Classified Mail
	5-406
	

	Commercial Carriers
	5-408, 5-409
	

	Couriers (prime duty), handcarriers (sometimes), and escorts

· Briefed, ID card w/ contractor name, name and photo

· Maintains possession

· If visit make an inventory, give copy to employee, check on return
	5-410

5-410a, b

5-410c

5-410d
	

	Commercial passenger aircraft
	5-411
	

	Escorts
	5-412, 413
	

	REPRODUCTION
	
	

	Reproduction control system - to min. and by authorized employee
	5-600
	

	TS in preparation or delivery of deliverable, otherwise w/consent of GCA TS
	5-601
	T

	Marked after reproduction
	5-602
	

	Record of TS reproduced (2 years) TS
	5-603
	

	DISPOSITION AND RETENTION
	
	

	No longer needed dispose, when served its purpose
	5-700, 5-704
	

	Material received or generated should be returned after contract, unless destroyed, declassified or retention authority obtained
	5-700a
	

	Review classified holdings to reduce to minimum
	5-700b
	

	Return or destroy –
· within 180 days after bid not submitted or withdrawn

· within 180 days after bid not accepted

· after contract within 2 years

· material not received under contract 1 year after receipt
	5-701

5-703a(1)
5-703a(2)
5-701a,b,c

5-703b
	

	Retention Authority
	5-701
	

	Methods of destruction, public destruction facilities
	5-705
	

	Witness - destroyed by cleared employee, 2 persons for TS TS
	5-706
	T

	Records for TS indicate date, identify material, signed by person destroying the material and the witness (2 years) TS
	5-707
	T

	Waste ASAP, safeguarded, waste containers for class clearly identified 
	5-708
	

	CONSTRUCTION REQUIREMENTS
	
	

	Hardware - outside area (e.g. windows) peened, pinned, brazed, welded
	5-801a
	

	Walls - materials offering resistance to, and evidence of, unauthorized entry
	5-801b
	

	Windows - that open 18 ft from access point as below for misc openings ½ in. bars no more than 6 in. separation, w/ crossbars, 18 gauge expanded metal or wire mesh (2 in. square mesh  w/ 11 gauge wire)  on the inside
	5-801c
	

	Doors - doors with pairs require overlapping moldings
	5-801d
	

	Door locks - built in combo, combo padlock, key padlock
	5-801e
	

	Other doors - secured from inside with panic bolt
	5-801e
	

	Ceilings - offering resistance and detection, false ceiling wire mesh or 18 gauge expanded metal overlapping adjoining walls, or ceiling clips w/1 clip per side of tile
	5-801f
	

	Misc openings - in excess of 96 in. and over 6 in. in smallest area, 18 guage expanded metal or wire mesh or bars as above under windows
	5-801h
	

	Vaults
	5-802
	

	Closed areas approved (DSS 147)/ Contractor self-approval by CSA
	5-306, 5-306d
	

	False floors ceilings alarm, remove tiles, periodically inspect
	ISOM
	

	INTRUSION DETECTION SYSTEMS
	
	

	CSA approval before installation based on DCID 1/21 or UL 2050
	5-901
	

	Installation by UL listed w/ line security, unless FCL provide escort
	5-904
	

	Current UL Certificate by UL through alarm installation company
	5-905
	

	Monitoring station records all openings, closings, and alarms, need FCL, 254, and have S employees or supervised by S employee
	5-902 b, c
	

	Activated at close of business
	5-902d
	

	Record person responsible for setting and deactivating (30 days), failure reported to FSO
	5-902d
	

	Record alarm, name of security force personnel responding, time dispatched to facility, time arrived, nature of alarm, follow up actions
	5-902e
	

	Primary investigator PCL or not, if PCL no secondary
	5-903a(2)(3)
	

	Secondary responder within an hour, have PCL and be employee
	5-903a(3)
	

	Subcontracted guards contract with alarm company or facility
	5-903a(4)
	

	15 min
	5-903b
	


